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I Announcements
I Homework #3 - back today?
! No class Wednesday 11/26, but | will be in my office.
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OMPUTER :
Sseience Analysis

Testing

Dynamic Analysis

Static Analysis
Comparison

\ observed

Behavior

inferred
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Lﬂ{"l}lig,}g'g Approaches

I Static Analysis I Dynamic Analysis
| Assertions

IError se(;ding,
I'Symbolic execution mutation testing
I Dependence Analysis I Coverage criteria
I Data flow analysis ! Fault-based testing

I Specification-based
testing

I Object-oriented testing

I Regression testing

I Software Verification
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L“{‘,‘{;{',}E‘E Basic Verification Strategy

I analyze a system for desired properties, i.e., compare
behavior to intent

IIntent can be expressed as?

I behavior can be?

Comparison

‘ observed
model/
product Behavior

inferred
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L’“{‘}{;{’,}E‘E Basic Verification Strategy

I different representations support different sorts of
inferences
I comparison can be informal
I done by human eye, e.g., inspection
I'can be done by computers
I comparing text strings
I'can be done by model-checkers
I'such as formal machines (e.g., fsa's)
I'can be done by rigorous mathematical reasoning
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L“{‘};';'E’,}E'E Example: Dataflow Analysis

l'intent:
I stated as a property
I'captured as an event sequence

I behavior:
I'model represents some execution characteristics
linferred from a model: (e.g., annotated flow graph)
linferences based upon:

I semantics of flow graph
I semantics captured by annotations

I comparison:
I'done by a fsa (e.g., a property automaton)
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E@gﬁg,}gg Data Flow Analysis (DFA)

I Uses an annotated control flow graph model of the program
I Compute facts for each node

I'Use the flow in the graph to compute facts about the whole
program

I DFA used extensively in program optimization, e.g.,

I determine if a definition is dead (and can be removed)

I determine if a variable always has a constant value

I determine if an assertion is always true and can be removed
I Some Dataflow systems

I DAVE system demonstrated the ability to find def/ref
anomalies

I Cecil/Cesar system demonstrated the ability to prove general
user-specified properties
I FLAVERS demonstrated applicability to concurrent system
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L“ﬂ;‘i{’,}&'ﬁ Data flow analysis

I computes information that is true at each node in the
CFG, e.g.,

I what variables are defined
I what variables are referenced
I' usually stored in sets
I' ref(n) is the set of variables referenced at node n

I uses this local information and the control flow graph to
compute global information about the whole program

I done incrementally by looking at each node®
successors or predecessors
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else ! '
endif;

— . ' | single-entry,

- single-exit

in-line code

blocks

I compute what is true
at each node
Iwhat variables are
defined
Iwhat variables are
referenced
I'stored in sets
Iref(n) is the set of
variables referenced
at node n

luse local information
and the control flow
graph to compute
global information
incrementally by
looking at each
node® successors or
predecessors
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OMPUTER

I for a path P and a variable "
can write a path expression
describing the sequence of
set memberships
encountered for a, where

1" # def (n) or

" # ref(n) or

I # null (n)

for each node n on the path

I'write (and simplify) a path
expression

'P(n, n;, E,ng; ™

Sseienee Def-ref path expressions

" # def(l

" # ref(4)

P(1,2,3,4; ") =dllr=dr
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L’“{‘,‘;‘i{’,}f,‘;‘ Anomalous pairs of ref/defs

d - defined, r - referenced, u - undefined

BT TR T  S

dr normal ud normal
uu harmless? rr normal
rd normal ru normal

undefine
o bug - kel
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L’“{‘.‘;‘i{',}&'f global dataflow analysis

| classes

I'forward flow problems (e.g., available expressions)

I'what definitions can affect computations at a given point in a
program

I'backward flow problems (e.g., live variables)

I what uses (references) that follow a given point in the
program can be affected by computations up to that point

I paths
lany path
l'all path ‘\

/ {1}

{a}
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"4 def(1

" # null(2)

" % null(3)

" # ref(4)

L’“{‘;‘;’i"““ Anomalous pairs of ref/defs

P(1,2,3,4;")=dllr=dr

d - defined, r - referenced, u - undefined

| unrefere
definitic

| dd bug? du bug?
dr normal ud normal
uu harmless? rr normal
rd normal ru normal
| ur  bug

| undefin
referenc
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LE'"""“““ Unreferenced definitions

int x,y;
X = 3;
yi=X+2;

end if;
y=E

if x> 0 then
X:=X+Y;

Forward flow,
all paths problem

\4

Some (X,y )

(unreferenced defs)

0
)

()
) \ Need to look

at each node

where there
is a def

W)

)
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LIIMPIITEII
@ SCIENCE

General Approach

I'Initial values

and kill information
I'Input Equations
I'for each node we have an
equation of the form:
In; := Merge (Out)
! G!/Ier‘geOoperation over
the (predecessorsOof n,

I'for each node define gen 5akd

In; :=Me

flow

Out(n)

In,

v l Backward
flow

:= Merge (Out;)

rge (Out))

gen(n), kill(n),
null(n)

In(n)
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L}IIMPIITEII
@ SCIENCE

General Approach

I Transfer Equations
I for each node we have

Gen/Kill information that

is computed for each

node

I Usually:
Out := (In - kill)U gen
I We can view the set of

variables, transfer
functions, and flow graph
as a system of equations

an equation of the form: ~ Forward
Out; :=f;(In,) flow

I Transfer functions |
usually depend on n(n)

Out(n)
o

Out, ::fi(lni)

Out(n)

gen(n), kill(n),
null(n)

In(n)
Backward
flow
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LIIMPII'I'EII
@SCIENCE

General Approach

I Available expressions,
forward flow, all paths

n; = $ Out,
I'0ut; := (In - kill)U gen
I Kill = undefs
I Gen = defs
I Live Variables, backward
flow, any paths
I, = UOut,
I'0ut; := (In - kill)U gen
I Kill = defs
I Gen =refs
I Keep propagating until
reach a fixed point
solution

In; := Merge (Out))

Forwakd
flow

Out;

A
Out(n)

In(n)

=F(Iny)
MRS

null(n)

Backward
flow

Out(n)

;

gen(n), kill(n),

:= Merge (Out;)
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LIIMPII'I'EII
@SCIENCE

worklist algorithm

1.

Start at initial node (entry for forward; exit for
reverse), label IN, with pertinent GactsO(initial
values)

Compute OUT, = F(IN,) (label OUT, with the
computed facts)

Propagate OUT, to IN; (label edge N, % N; with
OUT,) where N, are successor nodes (forward)
or predecessor nodes (reverse) of N,
Compute OUT; = F(IN;), place all N;on a
QvorklistOW, and for all N;label OUT; with the
computed facts.

While W is not empty,

1. pick N; from W and propagate OUT; to IN, (label
edges N;% N, with OUT;) where N, are successor
nodes (forward) or predecessor nodes (reverse)
for N;; delete N; from W

2. Compute OUT, = F(IN,) for all N, where
IN.=MERGE all input edge labels (MERGE = &
for Gome pathsOand $ for @ll pathsQ, label
OUT, with the computed facts); and if for Ny,
OUT, changes put N,, on WO

If WQs not empty, then W=W&and go to 5

if(x > 0)

{} {x.y}

1 X=X+y

v i} W=7}

initial values

Live Variables - any path
gen = refs & kill = defs
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L’“{‘,‘;‘i{’,}f,‘i‘ Cecil: Olender and Osterweil

I Instead of implicitly defined facts, let the user define application-
specific facts

! Represented as a Deterministic Finite State Automaton (DFSA) or as
a Quantified Regular Expression (QRE)
I Events

! Recognizable events
! Method calls
! Can reason about sequences of method calls
! E.g.,Push must be called before Pop
! Thread interactions
! Join or Fork
! Arbitrary operations

I a+b
I Need to be able to treat events as indivisible actions

! E.g., can treat pop and push as atomic as long as they do not contain any events of concern

I Propagate the states in the DFSA that can reach each node in the
program

UNIVERSITY OF MASSACHUSETTS AMHERST ¥ DEPARTMENT OF COMPUTER SCIENCE ¥ CMPSCI 520 FALL 2008

ONINE! Using Quantified Regular Expressions

I Alphabet, quantification,
regular expression

I For the events {open,
close, move}

show that for all paths:  close
((close v move)*,
(open* v open*,close) )*

close
move

open

close
open
move
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L’“{‘,‘;‘;{’,}E‘E Data FlowAnalysis
(propertyO= Cecil constraint

Comparison

if dfa accepts all traces then the
constraint holds for all computations

dfa defined by
Cecil constraint

model

trace = computation
along path in an annotated
dataflow graph
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L’“{‘,‘{;{',}E'E‘ State Propagation

| States of the property are propagated through the CFG
I The property is proved if only accepting (non-accepting)
states are contained in the final node of the CFG

¥Cecil DFSA ->

lattice (! (S),' , &)

function space

(:1(8)) ' (S)
facts at nodes are elements of ! (S)

¥propagate until convergence and check if terminal node
in an accepting state of DFSA
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L’“{‘},‘;{’,}E‘E Elevator Controller

void main()
1:if ( elevatorStopped )

{..

E
1: if (elevatorStopped)

3: openDoors();
} 3: openDoors();

5: i'f“(elevatorStopped)

{..
7 closeDoors();
} \”

9: ;noveTONeXtFlOOl'(); 5:if ( elevatorStopped )

eStates of the property are
propagated through the CFG

*For an all property: the 7: closeDoors ();
property is proved if only }
accepting states are contained

in the final node of the CFG \‘y

eFor a none property: the - i
property is proved if only non- £ [avETehlzso: (OF
accepting states are contained !

in the final node of the CFG
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Li!'g‘,';;{',}f,'g State propagation

initial state 1:if ( elevatorStopped )
{..
\q o

lose 3: .
: openDoors();
ove p 0

<1> <0,1> \
open 5:if ( eIe\EatorStopped )

union

I

<0,1>

7: closeDoors ();

<0> <0.1>

//’9: moveToNextFloor ();
Worklist :  Z 5\‘{ §
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L)IIMPIITEII

Seeinee Otate propagation

I Rick Adrion 2008 (except where noted)

7: closeDoors ();

<0,2>
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